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- MEMORANDUM TOR:
Direcctor of PRoscarch ana pevelopnent
Dirccier of Dovelopnent and Enpincering
Dircector of SIGINT Operations
Dircctor of Wechnical Service
.- . Dircctor, Naticnzal Phetographic
' . Interpretation Conter _ _ )
suinJect: - - Security Corccrns During Initial ’ -
Coaz'"rxor Contuct ‘
- 1. Contracting Offlcnr s Technical Representatives
(COIR’&) and other DDJq] pcrsonnel invo'ved in zpy. phese ol
the acqu1JJLLon (conbr1c11ﬂw) process are reminded that an
essentizl inercdient to the uwltimaic success of a classifiac
cndeavor is the timely establishment of propex security céi=~
:trols. These controls. are especially critical du11ng tho
" ecarly exploratery study prmdc, where the initial practice
© sete the precedent for the degrce of control to bh mointainsd
throughout the dcvclomeLt of the prcejecct. Such things as -
the identification of the customer, desired preijuct or ceffort,
*  methods of operating, acaquisition techniques, and prospective
applications nmust always be handled in & manner designed 1o
- ‘assure sccuvrity integrity throughout the procuremcnt preceass.

2. Examples of information which moy require protectien
arc raw techrical data, engincering reports, contract &preciii-
cations, cnzianeccring requirements, requests for proeposalis,
pProgress rnpo*ts, and drawings. Sccvr*1> pretection must
also be afforded unique technical or material chorzzteriztics
which relate %o a system or subsystem that actuvally qn pobLor-
tially may coumpremise the project or program. Additionslly,
any. information from which the ultimate- nnrl;c¢tlon of tht
finishod preduct can be determined must be 1ﬂDT0UTlﬂLQ3,
classificd at the proper time and, most importantly, discus:zcd
only with formally appreved persons.

- 3. To insurc that project information is disclosed enly
to authorized persons censistenrt with the cificienc and secnre
perfornance of the proposcd convract, it is essentizl that
proper sccusity controls be established well in advinoe of

~the contract beine awarded to a particular ConiTactor. | Normaliy
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specia? proioct accecs controls should be cstablished beforce.
sclected conlrtactors ove tasked to conduct studics or InruiLic
pTUVb.JES. thin is necersary since Lregquently the mere mentlo:
of the cquiiici.nt destrod 15 in and of itself revealing in ‘tev
of the intentod opovsticnsl! use. This procedure must also
provide the wachanics ¢ casurce that participating contractors
who 2ve not nuarced o coutroct arc.appropriately debricied
and that scnsitive projoct moteriel is returned

4. VWhiic the fovcoecing should be leng-standing practice,
it is consideved worth repenting CCPCL,u)J) vihen you censidar
the regrettahle conserucnces of o valeable project being
ina d\'crto' 11y compromiacd during the eaxly conceptual stagc
of its developmend.  Dlscostrouws results can occur when (1) thex

~is arn abscnce cf adeocurre security controls whici cnsurc con-

Ppliance with the strion necd o' pr‘nc1n1“s (7)) whe
importance and sensitiviiy of roposed project 15 nct fully
recognized and undersnocd by ncerned.

o

zations arc provided this

5, Thercfore, your planncd procedures to establish
adcguate sccurity Contreis for.initial contractor contact
shal) be discusscd with vour oitfice znd/or contraciing teon
security officers well in advonce of the initiaticn o con- -
tracior discussions or prepeosai selicitations.  Pleasc sie -
that the appropriate poevsonn thin your respective orgonil-

.C guidance.
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